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Appendices 

Appendix 1: Overview of the Bitcoin Mining Process 

 

 

 
Source: Own illustration according to Vigna & Casey, 2016, p. 126 
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Appendix 2: Price Development of Bitcoin/USD 
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Appendix 3: COSO IC Framework Principles 

 

 

Source: Own illustration according to COSO, 2013, pp. 6-7  
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Appendix 4: Correspondence 
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Appendix 5: Survey 
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1 – General Questions  
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2 – Payment Process 

 

 
 
This question will be only exhibited if the previous question “Do you use a third-party provider to process your 
payments?” was answered with “no”.  

 
 
This question will be only exhibited if the penultimate question “Do you use a third-party provider to process 
your payments?” was answered with “yes.” 
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3 – Administration & Storage 

 
 
This question will be only exhibited if the previous question “How do you deal with received Bitcoin payments?” 
was answered with at least one of the following two options “as an or investment” or “as liquid funds.” 
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4 – Risk Awareness & Evaluation   
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5 – Control Activities 
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This question will be only exhibited if the previous question “Are there currently any internal controls imple-
mented or similar measures in order to ensure an appropriate dealing with Bitcoin payments at your company?” 
was answered with “yes.” 
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6 – Request of Results 

 

 
This question will be only exhibited if the previous question “Do you like to receive the results of this analysis?” 
was answered with “yes.” 
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Appendix 6: Risk Matrix of the Empirical Analysis 

 

 



Appendices 
___________________________________________________________________________ 

 

77 
 

Appendix 7: Overview of Implemented Internal Controls 

 

Risk Internal Controls/ Measures 

A lack of know-how in dealing with crypto-

currencies 

- regular trainings/ workshops 

- YouTube tutorials 

- the reading of an established manual is obligated 

- manuals and internal guidelines 

A lack of clear responsibilities in relation 

with the Bitcoin administration 

- limiting of responsibilities to a determined, small group of per-

sons, e.g., only the CEO + representative have access 

- access rights have to be clearly documented 

- cold storage and/ or an additional pin encryption, for instance 

by using the software “KeePass” 

FX risk of Bitcoin 

- instant conversion in fiat currencies  

- documentation of transaction incl. real time exchange rate 

- observation & documentation of exchange rate 

Financial reporting risks 

- hiring a professional (external) advisor 

- appropriate documentation 

- four-eyes principle 

- no financial reporting because of instant exchange 

- manual control 

Tax risks 

- appropriate documentation 

- hiring a professional (external) advisor 

- manual control 

- four-eyes principle 

Compliance risks  

- additional KYC check/ identification of customer as part of the 

ordering process  

- reporting of suspicious customers 

- internal assignment of public addresses to (real) customers 

- own IT-Forensic division 

- monitoring of applicable national regulation and if necessary, 

implementing of the relevant actions  

Cyber risks 

- internal IT risk management 

- internal IT-Forensic division  

- cold wallets or outsourcing of the private key storage 

- trainings 

- software “KeePass” 
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Appendix 8: Cryptocurrency IC Framework (fine resolution) 
 

 

 


